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Dean’s Message
The Institute of Business Administration, Karachi operates five professional development centres
whose objective is to provide educational services suited to the learning needs and time constraints of
busy professionals. One of these is the Centre for Information & Communication Technology
(CICT) which focuses on the ICT sector.
The CICT provides computing facilities and training to a wide variety of professionals in the ICT
sector. Some of its most recent engagements have included: training provided to underprivileged
individuals under the Benazir Bhutto Shaheed Youth Development Program and the National
Vocational & Technical Training Commission Program; and capacity building and incubation projects
conducted with the Information, Science & Technology Department of the Government of Sindh.
In 2018, CICT is launching a new series of training courses that will lead to diplomas in such areas as
Information Security, Big Data Analysis and Information System Audit. There is considerable unmet
need for professional training in these areas and IBA intends to make a difference by designing and
offering courses that can address this demand.
Dr. Farrukh Iqbal
Dean & Director
IBA Karachi

Director’s Message
Centre for Information & Communication Technology, IBA is pleased to present its Diplomas for
C-Level Executives and Senior Managers. Institute of Business Administration Karachi has always
paid special attention to the education and training of our working-class population and has designed
training sessions, diplomas and courses as per the needs and wants of their jobs or industry. These
diplomas are a continuation of it which will increase the capacity of the attendees in the following
fields; Information Security, Information System Audit and Big Data Analytics.
The diploma on Big Data Analytics will empower with the skills and confidence to tackle data-driven
opportunities and accelerate data-analysis transformation in the organization. On the other side, the
purpose of the diploma on IS Audit is to strengthen and deepen the knowledge and to develop applied
competence in analyzing, interpreting and understanding information systems auditing processes,
principles and methods.
Moreover, the growth of hacking and phishing across the Internet requires well trained and tested
professionals. Diploma in Information Security will train the professionals in Ethical Hacking and
Information Security. This way they can be at peace, as they would be knowing how to protect their
networks from any criminal hacker or cracker. We help you understand the difference between an
ethical hacker and a malicious hacker via Information Security.
In the end, I would like to welcome all the C-level Executives and Senior Managers to be a part of
IBA Karachi by enrolling in these diplomas and be a productive resident of our Country!

Imran Batada
Director ICT & CICT
Institute of Business Administration Karachi

Diploma Programs

• Diploma in Big Data Analytics
• Diploma in Information System Audit
• Diploma in Information Security

Diploma in Big Data Analytics
Introduction:
The convergence of big data and machine learning with technologies such as cloud services, sensors,
ubiquitous computing, mobile devices and the Internet of Things has created vast new opportunities
for business. Analytics has become a competitive and sustainable advantage for many organizations. To
harness the benefits of big data and machine learning, however, business leaders face the pressing
challenge of not only acquiring the right technologies and talent to analyze and interpret the data, but
also to weave a data-centric mindset into the organization’s structure and cultural fabric.
This Four-Month Diploma will empower with the skills and confidence to tackle data-driven
opportunities and accelerate data-analysis transformation in the organization. Through lectures, case
studies and discussions, real-world insights will be gain on various applications of big data analytics
and machine learning, and how they can be used to fuel better decision-making within the context of
attendee’s own Department/Organization.

Curriculum:
Diploma Duration: 4 months (Weekends)
No. of Courses: 6

Courses:
Essentials of Big Data Analytics

This theoretical course provides a solid background on big data and big data analytics. It discusses the
history of big data and evolution of big data analytics, the related tools, infrastructures and
technologies. The participants will learn how big data analytics has helped to solve some of the more
concrete real-world problems along with offering enhanced insights into clients' big data lakes. More
importantly, the course conveys the future of big data and what managers need to cater for now, to tap
into the big data of the future.

Big Data Management Essentials

This hands-on course introduces NoSQL databases, which are the hallmark data silos for big data
management. It shows how different types of NoSQL databases are used to cater for different big data
management needs of the industries. A strong focus is given to Apache Hadoop ecosystem, and its
contribution in ETL and analytics. Participants will conduct intensive hands-on sessions related to big
data management with document (MongoDB, Couchbase), Key-Value (Redis, Aerospike), and Wide
Columnar (HBase, Cassandra) NoSQL stores.

Machine Learning for Big Data

This hands-on course introduces the basic concepts of Machine Learning. It discusses the history of
the field, its evolution and its relationship to big data analytics. The course will discuss all machine
learning techniques related to predictive analytics, I.e., classification, regression, and cluster
analysis. Hands-on with these techniques will be conducted in Python language, on latest
machine learning APIs for big data, e.g., Apache Mahout, Spark Machine Learning,
and Apache H2O.

Business Intelligence (BI) and Big Data Visualization

This hands-on course will unleash the power of data visualization in business analytics of big data.
Participants will learn about the evolution of BI from small to big data use cases. Hands-on session will
be conducted with state of the art BI tools (Tableau, PowerBI, Qlikview etc.) with NoSQL databases
at backend. Participants will actually learn how to translate big data to value through simple,
interactive, and action-oriented visualizations.

Real-Time Big Data Analytics

This important hands-on course will describe several critical technologies for real-time big data
analytics, I.e., Apache Spark, Apache Flink, Apache Storm, and Apache Kafka. In hands-on session,
participants will learn how to setup real-time pipelines with Storm+Kafka, as well as individually with
Apache Spark, and how valuable analytical information can be extracted through these pipelines.

Implementing Big Data Infrastructures

This is a critical, use-case based course which conveys the primary guiding principles for designing and
implementing a big data infrastructure within an organization. The core problems related to such an
initiative will be highlighted and discussed in detail, along with methods to address these problems. In
this regard, several use case scenarios will also be presented.

Who Should Attend

Leaders and senior officials interested in building analytics capabilities to drive change
within their Departments/Organization.

Diploma in Information System Audit
Introduction:
In the information-based business environment, officials who are technically competent in IT or IT
specialists who understand control, commerce and financial operations, are in great need. This diploma
is designed for IT professionals and auditors who wish to enhance their functional knowledge of IT
and audit issues.
The purpose of the diploma is to strengthen and deepen the knowledge and to develop applied
competence in analyzing, interpreting and understanding information systems auditing processes,
principles and methods. It further develops that intellectual independence, research and professional
skills of the officials. The qualification prepares students to meaningfully contribute to
department/organizations information systems auditing as well as acquisition, utilization and
development of information systems and technology.

Curriculum:
Diploma Duration: 4 months (Weekends)
No. of Courses: 4

Auditing IT Infrastructure for compliance

Auditing IT Infrastructures for Compliance provides a unique, in-depth look at the Information
systems and IT infrastructures compliance laws in both the public and private sector. This course
provides a comprehensive explanation of how to audit IT infrastructures for compliance based on the
laws, and the need to protect and secure business and consumer privacy data.

Risk Management

Risk Management provide understanding of IT risks and information about ways to prepare for and
respond to IT incidents. IT risks include hardware and software failure, human error, spam, viruses and
malicious attacks, as well as natural disasters such as fires, cyclones or floods.

Information System Audit

Information System audit course will provide Fundamental audit, control and security skills. How to
plan, conduct and report on information systems audits. How to evaluate organizational structures,
policies, practices, and processes. How to evaluate and conduct reviews of the acquisition, development
and implementation of information systems. The principles and practices of information systems
operations, maintenance and service management. How to evaluate organizations’ policies, standards,
procedures, and controls in order to protect information assets.

IT Governance

The IT Governance training course is based on extensive practical experience designing and
implementing management systems based on ISO standards, best practice and regulations.
Courses at IT Governance offer a structured learning path from Foundation to Advanced level for all
IT, privacy and security practitioners, helping them develop the necessary skills for best-practice IT
security and governance, as well as complying with their contractual and regulatory requirements.

Who Should Attend

This diploma contains the building block of the internal audit profession and the essential knowledge
and skills needed to perform effectively in a risk based internal audit world. The programme is ideal
for audit professionals having 3-5 years of work experience in IS management and audit.

Diploma in Information Security
Introduction:
The popularity of career in Ethical Hacking and Information Security has increased in the last few
decades. This diploma in Information Security offers financial stability, success, recognition and
self-gratification. Our team of security experts, teach you the basics as well as the advanced level.
Securing any kind of digital assets such as network servers, websites, emails and other personal IDs
have become need of the hour today. With cyber world growing each day at lightning speed, it has
become very important for individuals who use cyberspace frequently to protect it in the best way
possible as malicious hackers are ready to attack your network or system from every nook and corner.
The growth of hacking and phishing across the Internet requires well trained and tested professionals.
Diploma in Information Security will train the professionals in Ethical Hacking and Information
Security. This way they can be at peace, as they would be knowing how to protect their networks from
any criminal hacker or cracker. We help you understand the difference between an ethical hacker and
a malicious hacker via Information Security.

Curriculum:
Diploma Duration: 4 months (Weekends)
No. of Courses: 4

Courses:
Ethical Hacking & Countermeasures

This course focuses on how perimeter defenses work, how intruders escalate privileges, and methods of
securing systems. Additional topics include intrusion detection, policy creation, social engineering,
DoS attacks, buffer overflows, and virus creation.

Security Policies and Implementation Issues

Security Policies and Implementation Issues offers a comprehensive, end-to-end view of information
security policies and frameworks from the raw organizational mechanics of building to the psychology
of implementation. Written by an industry expert, it presents an effective balance between technical
knowledge and soft skills, and introduces many different concepts of information security in clear
simple terms such as governance, regulator mandates, business drivers, legal considerations, and much
more. With step-by-step examples and real-world exercises, this book is a must-have resource for
students, security officers, auditors, and risk leaders looking to fully understand the process of
implementing successful sets of security policies and frameworks.

System Forensics, Investigation, and Response

System Forensics, Investigation, and Response begins by examining the fundamentals of system
forensics, such as what forensics is, the role of computer forensics specialists, computer forensic
evidence, and application of forensic analysis skills. Computer crimes call for forensics specialists,
people who know how to find and follow the evidence. It also gives an overview of computer
crimes, forensic methods, and laboratories. It then addresses the tools, techniques, and methods
used to perform computer forensics and investigation. Finally, it explores emerging
technologies as well as future directions of this interesting and cutting-edge field.

Network Security, Firewalls, and VPNs

Network Security, Firewalls, and VPNs provide a unique, in-depth look at the major business
challenges and threats that are introduced when an organization’s network is connected to the public
Internet. Written by an industry expert, this book provides a comprehensive explanation of network
security basics, including how hackers access online networks and the use of Firewalls and VPNs to
provide security countermeasures. Using examples and exercises from the field, this book incorporates
hands-on activities to prepare the reader to disarm threats and prepare for emerging technologies and
future attacks.

Who Should Attend

Leaders and senior officials interested in building Information Security capabilities to drive
change within their Departments/Organization and protect its data/information from
hacking.

Pedagogy
These diplomas aims to develop individuals thorough;
• Class room lectures and participative discussions.
• Projects and Presentations by participants
• Group activities by participants
• Sharing of knowledge and experience by guest speakers
• Specially developed study material and case studies
• Lab based sessions

Schedule
• 4-Month Diploma Program

Commencement of Classes Schedule
January 20th, 2019

• Classes will be held on weekends

Eligibility
An applicant must have:
• A bachelor's degree from HEC recognized educational institution.
• An adequate post qualification work experience.

Admission Criteria
•
•
•

Admissions will be based on Panel Interviews.
Each application will be thoroughly screened, and will only be accepted if deemed suitable for the program.
Nominations with incomplete application forms and incomplete documents will not be entertained.

Program Fees
Big Data Analytics:
PKR 180,000/- (excluding all applicable taxes)
15% discount is offered if full fee is paid in advance
Total fee in Advance PKR 153,000
Information Security:
PKR 96,000/- (excluding all applicable taxes)
10% discount is offered if full fee is paid in advance
Total fee in Advance PKR 864,00
Information System Audit:
PKR 96,000/- (excluding all applicable taxes)
10% discount is offered if full fee is paid in advance
Total fee in Advance PKR 864,00

PKR
45,000

Fee Includes:
Processing fees, Test and Exam Fees, Diploma and Transcript. Fees do not
include course material, books and stationery.
Admission fees PKR 1000/-

Total
PKR
180,000/-

Online Admissions
Apply Online Now;
[https://cict.iba.edu.pk/diploma]

Payment
Payment is due upon receipt of the acceptance of participants to the program along with the invoice.

Please ensure that the payment reaches the CICT Office before commencement of the program
because seat in the class will only be reserved once the fee is received.
Payment can be made via cheque / bank draft payable to the “Institute of Business Administration,
Karachi” at the following address:
Center for Information & Communication Technology (CICT)
IBA, City Campus, Garden/Kayani Shaheed Road, Karachi.

For online payments via credit cards: https://onlinepayment.iba.edu.pk/

For Further Information
Center for Information & Communication Technology (CICT)
Institute of Business Administration (IBA)
City Campus, Off Garden Road, Karachi-74400.
Tel: (92-21) 38104701 (Ext. 1118, 1149)
Fax: (92-21) 38103008
Web: cict.iba.edu.pk
Email: cict@iba.edu.pk
Facebook: www.facebook.com/CICTIBA

